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Control Panel\System and o, g% s o) 8,9 65T

Security\Windows Firewall

=
i ) = v Control Panel » System and Security » Windows Firewall

Control Panel H ) ) .
e Help protect your computer with Windows Firewall

Allow a program or feature

. e = I Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewa

through the Internet or a network.,

Change notification settings How does a firewall help protect my computer?
Turn Windows Firewall on or What are network locations?
off

Restore defaults . & Home or work (private) networks Not Connected (v

Advanced settings | . & Public networks Connected (~

Troubleshoot my network

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Inceming connections: Block all connections to programs that are not on the
list of allowed programs

Active public networks: Home2

Motification state: Motify me when Windows Firewall blocks a new

program

a5'3bl, advanced settings o cujlowsS 5Ll Jlg 8 Y




Flle Action View Help

¢ |@ A

A il eIk OT Yeeti| Win-ws Firewall with Advanced Security on Local Computer Actions
i1 Inbound Rules
&3 Outbound Rules

X% Connection Security Rules

- & Monitoring da] Export Policy..

Windows Firewall with Advanced Securi... 4

Windows Firewall with Advanced Securty provides network securty for Windows computers. &) Import Policy..

Qverview Restore Defautt Palicy
Domain Profile Diagnose / Repair
¥ Windows Firewal s on. View
@ Inbound cornections that do not match a rule are blocked.
[0 Refresh

D Properties

[ Hebp

0 QOutbound connactions that do not mateh a ule are allowad.

Private Profile
{J Windows Firewal is on.

@ Inbound cornections that do nat match & rule are blocked.
0 Outbound connections that do not match a ule are allowed.

Public Profile is Active
g Windows Firewal is on.

G Inbound connections that do not match a rule are blocked.

WA Cithoued concoctiong that do oot motob o oilo ooo Slloicd

A8 ol 1) inbound rules a5 Co casl 55T

Actions

Inbound Rules

@ Mew Rule...

SF  Filter by Profile
Filter by State

'
'

Filter by Group
View

Refresh

Export List...
Help

SS ol hnew rule ¢S]




## New Inbound Rule Wizard

-

Rule Type
Select the type of firewall rule to create.

Steps:

Rule Type What type of nle would you like to create?

Program

@ Action @ Program

@ Profie Rule that controls connections for a program.

@ Name Port
Rule that controls connections fora TCP or UDP port.

Predefined:

E - — — —
Al hogld e = LUNLETL REtneyal | Uats

Rule that controls connections for a Windows experience.

Custom
Custom nule.

Leam more ahout nule types

S pnext ¢ ol |, Program




g New Inbound Rule Wizard

Program

Specify the full program path and executable name of the program that this ule matches.

Steps:
Rule Type Does this rule apply to all programs or a specific program?
Program
Action All programs

Profile Fule applies to all connections on the computer that match other nile properties.

Name
This program path:

Example: c\path'\program exe
%ProgramFiles . *browserbrowser exe

Leam more about specifying programs

Browse... ¢ ;| this program path ;s

%ProgramFiles% (x86)\FilezZilla Server\FileZilla i

Server.exe

s pnext. oS ol




@ This program path:
%:ProgramFiles® &:86)\Filefilla Server'\Filedilla Server.exe

Example: c:\pathprogram.exe
% ProgramFiles % \browser'browser exe

ﬁ' Mew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

Rule Type What action should be talkken when a connection matches the specified conditions?
Program
Action

Profile

@ Allow the connection
This includes connections that are protected with |Psec as well as those are not.

Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

Name

Leam mare about actions

iy hexty ol Hallow the connection 45T




ﬁ New Inbound Rule Wizard

-

Profile
Specty the profies for which this nule appliss.

Steps:

Rule Type When does this rule apply?
Frogram
Action Y| Domain

Profie Applies when a computer is connected to its comporate domain,

Name /| Private
Applies when a computer is connected to a private network location.

| Public
Applies when a computer is connected to a public network location.

Leam more about profiles

Aspnext o > o oyl
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MName

Specify the name and description of this nule.

Stepe:
@ Rule Type

& Program
Action

-
@ Profile
-

MName:
ftpl

Mame

Description {optional):

<Back || Fmsh | [ Cancel

S pfinishg aas 1,8 b G olgsds o
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File Server Edit ?

F8/5889 wfm-

FileZila Server 0.9.59 beta

Copyright 2001-2016 by Tim Koase tim kosse@flezila-project org)

https:/ filezila-project.org/

Connecting to server 127.00.1:14147... p .

Eg””edded- watingfor authertcation Enter server to administrate - FileZila Server tﬁJ
gged on

You appearto be behind a NAT router. Please corfiqure the pas

Waming: FTP over TLS is ot enabled, users cannot securely log] | Please enter the address and port o the FleZla Server instalition you

want to administrate,

—  Hostname or [P address. To
Hst 12700 refer to this computer, enter
Iocalhost,

: Enter the administration port (14147 by
Port: 14147
" default), not the FTP part,

Password:

V) Always connect to ths server

Connect ‘ Cancel ‘ I

| ) Account / =ress Speed

0 bytesreceved 0B/s  Obytessent 0B/s @@

AsS Sdsconnect g4, Y

NEs e (N edit R Y Lk s
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FileZilla Server Options et

=I- General settings General settings

- Welcome message

i TP bindings

.. 1P Filter List of ports between 1 and 65535. These

Listen an these ports: parts are used both for plain FTP and explicit
FTP over TLS. (Default port: 21)

Max., number of users: (0 for unlimited users)

Connection settings

- Passive mode settings

- Becurity settings

- Miscellaneous

- Admin Interface settings
- Logging _ _
. Speed Limite Number of threads: This value should be a multiple of the number of processors

installed on your system. Increase this value if your server
iz under heavy load.

Performance settings

- Filetransfer compression
- FTP owver TLS settings
- Autoban

Timeout settings

Connections timeout: in seconds {1-9999, 0 for no timeout).

) in seconds (600-9999, 0 for no timeout). This value spedfies
Mo Transfer timeout: the time a user has to initiate a file transfer.

Login timeout: in seconds (1-9999, 0 for no tmeout), This value spedfies
the time in which a new user has to login.

oo 1,8 210 ol listen on these ports ced :pl o eS|
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b 4 093 5 9m0 9,59 b FileZilla Client 1531 o 5 jo wlgn 0,8 a5

Al 4l o yiws Wil aBldS Slaslay oS ole

a2 plml ba (Jlb STl )50 cobo sl ly 25 dole 5T

DS ol |, USers  uwwg s pedit g 4 lol

—

Account settings

. | Enable account

i~ Shared folders 7] Password: SEERRERRERERRERRERIES
- Speed Limits
IP Filter Group membership: | <none:

Bypass userlimit of server

Maximum connection count: 0

Connection limit per IP:

| Add H Remoye \

Force TLS for user login
| Fename || Copy ’

Description

ok |

You can enter some comments about the user
Caniel |




A SIS add (g9 g S ol | general co cws

Add user account I&]

Flease erterthe name of the user account that should
be added:

hassan

|User should be member of the following group:

| <None:= i |

OK | | Cancel |

a5y 0K g o,l5 1, Hassan oL Jlo j4b 4

Account settings
| Enable account

| Password:

Group membership: | <none >

Bypass userlimit of server

Maximum connection count: 0

Connection limit per IP: o

Force TLS for user login

Description

IS 3,y 89 Sog i pl, password s cwnd ol yo >




Shared folders

- General ) ) )
Directores Aliases

- Speed Limits
TP Filter

Add ” Remaove |

Add | Rename ” Copy |

A directaory alias will also appear at the specified location. Aliases must contain the full virtual
path. Separate multiple aliases for one directary with the pipe character (1)

If using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

Swpadd  wy bl [ shared folders Co o (5950

S Sl a5 STl 4wl Cangs 4 (ol adgys

Shared folders
Files
Directores Aliases

H

Directories
Create
Delete

| List

| + Subdirs
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File Edit View Transfer Server Bookmarks Help New version available!

- ETRORO v ITde s

Host: Usename: Password: : ‘V|

Local site: | C:\Users\Public\
-} Public
- ) UpdatusUser

&- ), wamp
B ) Windows
e Dt (Data)

H \:,“ E

Filename Filesize Filetype Last modified Flename Filesize Filetype Last modified ~ Permissions  Owner/Gro...

Desktop File folder 1/15/2017 11:22:4...
Documents Fil folder T/14/2009 93856 .. Not connected to zny senver
Downloads File folder 7/14/2009 9:24:24 ..
Favorites File folder T/14/2009 70459 ..
Libraries File folder 12/25/2016 431:56...
Music File folder 7/14/2009 9:24:24 ..
Pictures File folder 7/14/2009 9:24:24 ..
Recorded TV File folder 4/12/201112:58:08...
Roaming File folder 12/25/2016 411:18..
Videos File folder T/14/2009 9:24:24 .,
1 file and 10 directories. Total size: 174 bytes Mot connected.

Server/Local file Direction Remote file Size Priority  Status

Queued files  Failed transfers  Successful transfers

@ Queve: empty
oM ||
N1 Ry

[ibrv
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ali936.hopto.org Jls sb 4 oS ol el 4

S 2 3)lg 1, hassan

S)ly mal a3 ki 0 1111 s 500 (6l Jlio jobo a0 95 Cead 09
SIS quick connect sg s yeSTeiSon 819, 2121 &y o 404

rg.u.f ‘d.g LSM)&M)&) W c\w‘&f J‘).on‘ d.wa.: “bw

13995 piwww (o3 (51 hOSTt Cuowsd 4O a8 JS10 Cund (51 9 ¢ 4SS

Al 21 O 5939 S 3409

oS (0,5 Al 5 Lo el cpl jo (Jg

Host ali%36.hopto.org  Username: hassen : 40| Quickconnect |+

S |y adgy Wb oS SIS  quick connect 31V Lo




tatus: Logged in
tatus: Retrieving directory listing...

"

btatus: Directory listing of */" successful

Etatus: Insecure server, it does not support FTP over TLS,

Local site: ‘ Ci\Users\Public Remote site: | /
& |1 Public el [
- | UpdatusUser

wamp

- 1 Windows
+L_-u D: (Data)

*L:-u E

F\\enamef Filesize Filetype Last modified FiIena;ne Filesize Filetype Last modified  Permissions  Qwner/Gro..,

Desktop File folder 1/15/2017 11:22:24.., ]384 Font., 13899020 Application  7/20/2012 800,
Documents File folder 7/14/2009 9:38:56 .. ﬁl:css.pdf 2215342 Adobe Acr..  1/15/2017121..,
Downloads File folder T/14/2009 9:24:24 ., @ Softd.iR.. 202 Internet Sh.,  2/11/2013 9:35..,
Favorites File folder T14/2008 7:04:59 ...
Libraries File folder 12/25/2016 4:31:56...
Music File folder 7/14/2009 9:24:24 ...
Pictures File folder 7/14/2009 9:24:24 ..
Recorded TV File folder

| file and 10 directories, Total size: 174 bytes 3 files. Total size: 16,174,564 bytes

Server/Local file Direction  Remote file Size Priority  Status
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